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Intellectual property theft includes stolen 

copyrights, trademarks, trade secrets, and patents, 

which represent the creative work of individuals for 

which others cannot claim credit. The distributors of 

books, movies, music, and other forms of 

intellectual property pay for this right, and those 

who distribute this work without compensation to 

its creator effectively hijack or "pirate" that 

property without the owner's or distributor's 

permission. The problem has grown to the point 

where most software in many parts of the world is 

pirated. 

The World Health Organization estimates that 10 

percent of all pharmaceuticals available worldwide 

are counterfeit. Such widespread fraud illustrates 

the global reach of the problem and the need for 

international remedies that include changed 

attitudes, public education, increasing the 

likelihood of apprehension, and reducing available 

opportunities.

Fraud and piracy of products and ideas have become 

common in the early twenty first century, as 

opportunities to commit them expand, and 

technology makes fraud and piracy easy to carry out. 

Inadequate DRM policies and enforcement; users 

can avail pirated copies of e Products. 

Jay S. Albanese ( Author ) states that piracy is a form 

of fraud, a form of organized crime, a white collar 

crime, a criminal activity with causes we can isolate 

and prevent, and a global problem. 

Jay S. Albanese, Ph.D. 

1.   Executive Summary 



As e readers such as the Amazon Kindle continue to rise, so follows the publishing industry's worst 

nightmare – the 'e book piracy'. For years e book piracy was the exclusive province of the 

determined few willing to ferret out mostly nerdy textbook titles from the Internet's dark alleys and 

read them on their PC. But publishers say that the problem is ballooning as e readers grow in 

popularity and the appetite for mainstream e books grows.     

    

"We are now seeing large volumes of e books being pirated on everything from file sharing 

networks to Websites," says Ed McCoyd of the Association of American Publishers, a trade 

organization representing major U.S.book publishers. The year to year percentage growth of 

available e book titles is unknown, McCoyd says. Other publishers, such as Hachette Book Group, 

say that e book piracy has grown "exponentially" over the past year. PC World found that one third 

of Publishers Weekly's 2009 top 15 best selling fiction books were available for illicit download 

through a growing variety of book swapping sites, file sharing services, and peer to peer networks.

The availability of best sellers is just the start. PC World discovered virtual bookshelves stuffed with 

pirated e book titles ranging from copyrighted popular fiction and nonfiction titles to college 

textbooks and how to e books. All of these titles are downloadable and ready for viewing on the e 

reader; be it the Amazon Kindle, Sony Reader, or Barnes & Noble Nook.

2.   With the rise of e book readers like the Kindle, 
Sony Reader, and Nook comes the scourge of the
 digital world: Pirates



“Everybody is aware that e book piracy is a problem, and are taking the issue very seriously," says Paul 

Aiken, executive director of The Authors Guild, an advocacy group for writers. "We've seen the music 

and film industry deal with this and it stands to reason we will grapple with it too" Aiken says that 

while he is concerned about the growth in the availability of e book titles on the Internet, he is not 

convinced that the number of people who are actually downloading the digital files is increasing as 

rapidly.

Compared with music piracy, illicit e books are not nearly as widespread or as easy to acquire. Pirates 

must be determined to track down specific e book titles. Pirated e book files (usually available as 

PDFs) can sometimes be poorly reproduced, and are sometimes made up of scanned page images 

not text.



Digital piracy was very much evident when Dan Brown's blockbuster novel "The Lost Symbol" hit 

stores it may have offered a peek at the future of bookselling. On Amazon.com, the book sold more 

digital copies for the Kindle e-reader in its first few days than hardback editions. This was seen as 

something of a paradigm shift in the publishing industry, but it also may have come at a cost.

Less than 24 hours after its release, pirated digital copies of the novel were found on file sharing 

sites such as 'Rapidshare and BitTorrent'. Within days, it had been downloaded for free more than 

100,000 times.

Digital piracy, long confined to music and movies, is spreading to books. And as electronic reading 

devices such as Amazon's Kindle, the Sony Reader, Barnes & Noble's Nook, smart phones and 

Apple's much anticipated "tablet" boost demand for eBooks, experts say the problem may only get 

worse. 

"It's fair to say that piracy of e-books 
is exploding," said Albert Greco, an 
industry expert and professor of 
marketing at Fordham University.

Many publishers are reluctant to discuss the 

subject of digital piracy for fear of encouraging 

more illegal downloads. But digital theft may 

pose a big headache in coming years for the 

slumping publishing industry, which relies 

increasingly on electronic reading devices and 

eBooks to stimulate sales.

Authors are concerned as well because when 

their books are the best sellers when their 

books become completely digitized it is easy to 

be pirated. 

And it's not just bestsellers that are targeted 

by thieves.

said Ed McCoyd, director of digital policy at 

AAP. Piracy of professional content, such as 

medical books and technical guides; also a 

lot of general fiction and nonfiction are also 

getting pirated. 

“Textbooks are frequently 

pirated, but so are many other 

categories," 

3.   Digital piracy hits the e Book industry



When you consider the case of piracy of digital music, Napster and other file sharing sites has been 

a threat to recording companies for more than a decade. Over the years, the record companies 

tried different approaches to combat illegal downloading, from shutting down Web sites to 

encrypting songs with digital rights management software to suing individual file sharers. Although 

illegal file sharing of music persists, Apple's online iTunes store is now the world's biggest seller of 

music.

Some authors have even gone as far as to shrug off eBook technology altogether. J.K Rowling has 

thus far refused to make any of her Harry Potter books available digitally because of piracy fears and 

a desire to see readers experience her books in print.

However, some evidence suggests that authors' and publishers' claims of damage from illegal 

piracy may be overstated.

Recent statistics have shown that consumers who purchase an e reader buy more books than those 

who stick with traditional bound volumes. Amazon reports that Kindle owners buy, on average, 3.1 

times as many books on the site as other customers.
E-book technology offers so many positives for both the author and the consumer that any revenue 

lost to piracy may just be a necessary evil. 

To some industry observers, this may be where the 

future of the book industry is heading as well. any 

revenue lost to piracy may just be a necessary evil. 

There are a wide range of opinions prevailing 

among the publishers and authors regarding what 

can be done to combat eBook piracy. Some 

publishers may try to minimize theft by delaying 

releases of eBooks for several weeks after physical 

copies go on sale.



Authors who are holding out against publishing ebooks due to piracy concerns need to get over 

themselves. They are doing far more to promote piracy by not offering legitimate versions of their 

books than they are to prevent it. It also does not help that the e book market is currently a 

confusing morass of different e book formats so that a reader can easily buy a book in a format he 

does not learn he cannot use until he tries to load it onto his reader. 

Not sell it to the people who want it or it is not offered in a format they can use, or not offered at all, 

then of course those people will feel justified in pirating it. Likewise when the price at which it is 

offered appears out of all proportion to its value.

Being just text, or text with a few graphics at most, e book files are absolutely tiny compared to 

music or movies. Bundles of hundreds of the most popular books can be downloaded within 

seconds via Bit Torrent, Usenet, or foreign websites. It is flatly impossible to stamp out.

From an industry expert's point of view, publishers need to stop attacking the symptom of piracy, 

and focus their attention on the anti consumer practices that are making legitimate e books 

difficult or impossible to obtain. 

The New York Times has noticed that e 

book piracy seems to be picking up 

along with e book popularity, and has 

interviewed a number of authors, 

publishers, and other personalities 

about it.

Some of the authors and publishers, 

such as Harlan Ellison, are very 

energetic in their pursuit of pirates. 

John Wiley & Sons, publishers of the 

“Dummies” books, employs three 

people full time to do nothing but 

search out unauthorized postings. 

4.   Book piracy keeping pace with e Book popularity 



While publishing e books protected by DRM seems like a no brainer solution to piracy, the idea has 

faced criticism from within the publishing industry and from consumers. 

Ÿ First, publishers are weary of reports 

that the DRM technology used in the 

Kindle and the Sony Reader has been 

hacked, says Nick Bogaty, an expert 

in DRM technology for Adobe

Ÿ Second, consumers are hesitant to 

buy digital books with inflexible DRM 

that ties an e book to a limited 

number of e readers

 

Critics say that the two providers of DRM protected e books, Amazon and Adobe, are stunting the e 

book industry's progress. For instance, Amazon's Kindle uses its own DRM restricted AZW e book 

format. People who purchase an e book on their Kindle cannot transfer it for reading on another, 

competing e book reader from a different company.

DRM issues get thornier when device makers, such as Amazon, start negotiating exclusive e 

publishing rights for their product. Amazon signed a deal with best selling business writer Stephen 

R. Covey to publish several of his books, including The 7 Habits of Highly Effective People and 

Principle Centered Leadership, exclusively for the Kindle. The company has also negotiated 

exclusive rights for Kindle e books from author Stephen King and for a biography of First Lady 

Michelle Obama

Bogaty points out that Adobe, whose DRM technology is used by Sony and Barnes & Noble is 

yielding to critics who say that its antipiracy technology is too restrictive. Adobe is loosening the 

grip of its DRM, allowing users to share e books with friends and to read books on up to 12 different 

devices (6 desktop and 6 handheld).

Author Marcia Layton Turner says she is less concerned about piracy and more interested in making 

her books available via the e book format. Turner says the potential of new e book revenue is 

reason enough to jump on the e book bandwagon, despite the risk of piracy. And many other 

authors agree that: “The problem of piracy takes a backseat to the challenge of getting people to 

read books in the first place”

5.   DRM (Digital rights management) is insufficient 
to fix e Book piracy 



E publisher E Reads and the Curtis Agency are launching a joint venture to target pirated e books 

uploaded to file sharing sites such as Rapidshare, Megaupload, and so on. The venture uses a 

search bot to “spider” the Internet to detect unauthorized files based on author's name. The 

results are collected on a search page for human users to review in order to issue takedown 

notices. A recent test detected 3,500 illegally shared files. 

The two companies have begun taking down unauthorized files of clients and “We will also extend, 

at no charge, antipiracy coverage to all new clients of both firms,” said CEO Richard Curtis. Authors, 

agents and publishers interested in Muso's services may enroll by signing up below.  Enrollment 

with Muso is $15.00 per month per author. In the event that more take downs are needed, Muso 

offers them at the rate of $25 per 250. 

Authors, agents, and publishers are certainly well within their rights to try to get pirated files taken 

down. I rather doubt they took the time to review every single one of those 3,500 files to make sure 

they were all the illegitimate files the search bot thought they were. 

This is the kind of thinking that led in 2007 to the SFWA (Science Fiction and Fantasy Writers of 

America association) issuing a mistakenly broad Digital Millennium Copyright Act (DMCA) 

takedown that affected many legitimate files, including some of Cory Doctorow's famously free e 

books. 
The SFWA (Science Fiction and Fantasy Writers of America association) apologized, but 

nonetheless reinstated Andrew Burt, the man responsible for the takedown, as its copyright 

committee chairman after just a couple of months.  
Those 3,500 illegally shared files would have cost an author $350 to get taken down. Granted, 

those files represented multiple authors, but there are doubts that some authors could hit that 

number by themselves, as people re upload their works over time if nothing else. And given that 

there's conflicting evidence over whether piracy actually harms sales (and some feel it actually 

helps), that's money out of the author's, agents, or publisher's pocket that may not even buy any 

positive results.

Takedown Notice: 
The DMCA has been criticized for making it too easy for copyright owners to encourage website 

owners to take down allegedly infringing content and links which may in fact not be infringing. 

When website owners receive a takedown notice it is in their interest not to challenge it, even if it 

is not clear if infringement is taking place, because if the potentially infringing content is taken 

down the website will not be held liable

6.   e Reads and Curtis Agency launch anti piracy 
program



From the above discussions, it is evident that e book piracy is here to stay in the near 

future. What we need to also understand is that it exists simply because there is a 

market for it. The public are either directly or indirectly associated with the spread of e 

book piracy. Hence, to curb this menace, apart from having robust DRM systems and 

other policies/procedures, mass awareness would have to be created about this 

menace and its negative impact to the industry. In the end, it will have to be mass 

participation and co-operation across the globe to kill e book piracy.

7.   CONCLUSION
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